
TLP: WHITE 

  
NATIONAL CAPITAL REGION  
THREAT INTELLIGENCE CONSORTIUM 

Cyber Center 
 

Weekly Cyber Threat Bulletin 22 October 2020  
Product No. 2020-10-032 

NTIC SIN No. 2.5 | HSEC  SIN No. 1 

 

TLP: White 
Traffic Light Protocol: WHITE information may be distributed without restriction. 

Disclaimer: The NTIC Cyber Center Weekly Cyber Threat Bulletin is provided for informational purposes only. The NTIC Cyber Center does not endorse any commercial vendor, product, or service 
referenced in this email or otherwise. Further dissemination of this email is governed by the Traffic Light Protocol (TLP). For more information about TLP designations, please visit US-CERT. 

You are receiving this email because you have previously requested cybersecurity products from the NTIC, either by submitting an NTIC NDA, signing up on our website, or by sending us an email 
asking to receive our products. To stop receiving our emails, please reply with "Unsubscribe" in the subject line and you will immediately be removed from our distribution list. 

 

National Capital Region Cyber Threat Spotlight 
 

 
 

NSA: Chinese State-Sponsored Actors Exploit Publicly Known Vulnerabilities 
 
On October 20, 2020, the National Security Agency (NSA) released a Cybersecurity Advisory on Chinese 
state-sponsored malicious activity. This advisory contains a list of CVEs that Chinese state-sponsored 
cyber actors are actively using against victim organizations within the US. Most of the vulnerabilities 
listed can be exploited to gain initial access to victim networks using products that are directly accessible 
from the internet and act as gateways to internal networks and should be prioritized for patching. The 
NTIC Cyber Center recommends all network administrators review the NSA’s Cybersecurity Advisory 
and follow the recommended mitigation guidance provided. 
______________________________________________________________________________ 

 
Current and Emerging Cyber Threats 

 
Nano Adblocker and Nano Defender Adblocking Extensions Compromised 

 
Researchers report that Nano Adblocker and Nano Defender adblocking browser extensions have been 
compromised, stealing data from users and gaining unauthorized access to users’ online accounts. After 
the developer of the Nano Adblocker and Defender extensions sold the rights to new developers, users 
began reporting suspicious activity affecting social media accounts they had accessed using the same 
browser containing the extension. Researchers who tested the extensions noted that they were quietly 
uploading user data to a remote server. The NTIC Cyber Center recommends all Nano Adblocker and 
Nano Defender users remove these browser extensions immediately and change login credentials of 
any online account accessed via the affected browser. We also recommend monitoring online accounts 
accessed with affected browsers for suspicious activity.  
 

 
Hackers Selling Access to More Than 50,000 Compromised Home Security Cameras 

 
A hacking group is selling access to more than 50,000 compromised home security cameras containing 
private footage of unsuspecting individuals, including children. This unnamed hacking group consists of 
more than 1000 members worldwide and has reportedly shared over 3TB worth of footage to their paid 

https://www.us-cert.gov/tlp
https://www.ncrintel.org/
https://media.defense.gov/2020/Oct/20/2002519884/-1/-1/0/CSA_CHINESE_EXPLOIT_VULNERABILITIES_UOO179811.PDF
https://arstechnica.com/information-technology/2020/10/popular-chromium-ad-blockers-caught-stealing-user-data-and-accessing-accounts/
https://www.infosecurity-magazine.com/news/hackers-access-50000-home-security/
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subscribers. Some of these clips have been posted to adult websites and free samples of these clips are 
reportedly available on other websites as well. It is likely that these clips originated from vulnerable and 
improperly secured IP security cameras. The NTIC Cyber Center encourages users and administrators 
of home security camera systems to immediately change any default passwords upon installation. We 
recommend using lengthy, complex, and unique passwords and enabling two-factor authentication 
(2FA) when available to provide an added layer of security for all IoT devices. 
 
 

Iranian APT Group Silent Librarian Targets Academic Institutions 
 

Researchers at Malwarebytes recently observed Iranian Advanced Persistent Threat (APT) group Silent 
Librarian (also known as TA407 and Cobalt Dickens) actively targeting research materials of several 
universities worldwide. This group targets victims with spear phishing attacks that contain links to 
phishing pages mimicking university login pages. The domains associated with these pages share the 
same naming convention as the real university website but uses a different top level domain (TLD). For 
instance, instead of the domain name ending in the common .edu TLD, the threat group uses a TLD such 
as .me, .tk, or .cf. Researchers suggest that this is a rapidly growing campaign intent on targeting 
academic institutions throughout the 2020-2021 year. The NTIC Cyber Center recommends users 
remain vigilant for phishing campaigns and network administrators proactively block the indicators of 
compromise (IoCs) contained in Malwarebytes Labs’ report. 

 
______________________________________________________________________________ 
 

 
 

Massive Phishing Campaign Uses Redirector Domains to Target Microsoft Office 365 
Credentials and Others 

 
Synopsis: Email security company GreatHorn discovered a massive phishing campaign that uses 
redirector domains or subsidiary domains of legitimate companies to bypass corporate security filters and 
target enterprise users’ email and application credentials. The threat actors behind this campaign also use 
these phishing pages to deliver malware to victims. 
Masquerades as: Password expiration notifications for Microsoft Office 365 accounts, Microsoft Teams, 
and Zoom 
Sectors Targeted: All 
Motive: Credential Theft 
Threat Actor(s)/Origin: Unknown 
Platforms Affected: Windows 
Report: Greathorn 
 
 
 
 

https://blog.malwarebytes.com/malwarebytes-news/2020/10/silent-librarian-apt-phishing-attack/
https://www.greathorn.com/blog-breaking-news-massive-cyberattack-propagating-via-redirector-domains-and-subsidiary-domains/
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Phishing Campaign Masquerades as the US Election Assistance Commission (EAC) 
 

Synopsis: Researchers have discovered a phishing campaign masquerading as the US Election Assistance 
Commission (EAC) distributing fraudulent voter registration forms to steal personally identifiable 
information (PII) such as Social Security numbers, tax identification numbers, and driver’s license 
numbers. 
Masquerades as: US Election Assistance Commission (EAC) correspondence 
Sectors Targeted: All 
Motive: PII theft 
Threat Actor(s)/Origin: Unknown 
Platforms Affected: All 
Report: Proofpoint 

 
 
Phishing mitigation recommendations: The NTIC Cyber Center recommends users remain vigilant for 
these and other phishing campaigns and be wary of unexpected emails, text messages, and social media 
messages. Additionally, refrain from clicking on links or opening attachments sent from unknown or 
untrusted sources and never enable content or macros on Microsoft Office documents before verifying 
their legitimacy. If you believe you have been infected with malware or have had your login credentials 
stolen as a result of a phishing campaign, notify your organization’s IT security team immediately. To 
learn how to identify phishing emails, please see the NTIC Cyber Center’s product titled Securing Our 
Communities: How to Identify Phishing Emails and Avoid Becoming a Victim. 
______________________________________________________________________________ 

 
New and Notable Malware Campaigns 

 
Mirai Variants Target New IoT Vulnerabilities 

Synopsis: Palo Alto Unit 42 researchers discovered four Mirai malware variants targeting two newly-
discovered IoT vulnerabilities. 
Sectors Targeted: All 
Motive: DDoS attacks 
Threat Actor(s)/Origin: Unknown   
Platforms Affected: IoT devices   
Attack Vector: IoT vulnerability exploitation  
Associated CVEs: Please review all available listed CVE’s here. 
Mitigation Recommendations: The NTIC Cyber Center recommends network administrators keep all 
IoT device firmware updated, place IoT devices behind a firewall, and proactively block the IoCs 
provided in Palo Alto’s report titled Two New IoT Vulnerabilities Identified with Mirai Payloads. 

______________________________________________________________________________ 
 

Ransomware Roundup 
 

Welcome to Ransomware Roundup, a feature in the NTIC Cyber Center's Weekly Cyber Threat 
Bulletin where we shine a spotlight on new and emerging ransomware campaigns that put your data 
and organization at risk. To help improve your organization's cybersecurity posture, we encourage you 
to download and review our free Ransomware Mitigation and Cyber Incident Response Planning 
guides, available on our website. 

https://www.proofpoint.com/us/blog/threat-insight/agile-threat-actors-pivot-covid-19-voter-registration-themes-phishing-lures
https://www.ncrintel.org/post/how-to-identify-phishing-emails
https://www.ncrintel.org/post/how-to-identify-phishing-emails
https://unit42.paloaltonetworks.com/iot-vulnerabilities-mirai-payloads/
https://unit42.paloaltonetworks.com/iot-vulnerabilities-mirai-payloads/
https://unit42.paloaltonetworks.com/iot-vulnerabilities-mirai-payloads/
https://unit42.paloaltonetworks.com/iot-vulnerabilities-mirai-payloads/
https://www.ncrintel.org/mitigation-strategies
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Iranian Nation-State Group Linked to Thanos Ransomware Attacks 
 

Security researchers at ClearSky and Profero have linked two ransomware campaigns targeting unpatched 
Microsoft Exchange servers to a known Iranian APT group dubbed “MuddyWater.” The first attack 
observed was a phishing campaign that contained either a malicious Microsoft Excel spreadsheet or a 
PDF document that, if opened, would download and install Thanos ransomware. The second attack 
exploited unpatched Microsoft Exchange servers by targeting the CVE-2020-0688 vulnerability, allowing 
the threat actor to install a web shell on the compromised server to deploy Thanos ransomware. 
 

Four Prominent Ransomware Families Emerge 
 

Ransomware is a popular attack method among cyber criminals and some of the more lucrative 
campaigns include double extortion methods such as threatening to leak stolen data if victims fail to remit 
ransom payments to restore their encrypted data. According to cybersecurity researchers at Digital 
Shadows, 80 percent of ransomware attacks combined with data dumps were attributed to four 
ransomware families in the past three months – Maze, Sodinokibi, Conti, and Netwalker. Conti and 
NetWalker have risen to be the top two ransomware variants raking in more than $100,000 worth of 
Bitcoin. The criminal competition within the ransomware landscape has caused a saturation within the 
ransomware market as developers strive to create the most popular variant. While ransomware continues 
be a growing continued threat, proactive steps taken by organizations can help reduce the risk of a 
successful attack. 
 

FIN11 Group Switches Tactics to Leverage Ransomware 
 
Cyber threat group FIN11, known to use phishing and malware campaigns to target victims worldwide 
primarily in the finance, retail, and restaurant sectors, have pivoted into deploying ransomware 
indiscriminately throughout a wide variety of sectors. This is due to ransomware's efficiency, becoming 
one of the top money-making schemes for cyber threat actors. Once compromised, multiple backdoors are 
created, allowing attackers to move laterally across networks and pilfer credentials. FIN11 initiates these 
ransomware attacks with several thousand phishing emails simultaneously sent to multiple organizations 
at any single time. These phishing emails lure victims into downloading malicious Microsoft Office 
attachments and enabling macros that deploy the malicious payload. Researchers state that FN11 is purely 
financially motivated and is still known to send out custom phishing campaigns on a target by target 
basis. 
 

 
Vulnerabilities 

 
SonicWall VPNs Vulnerable to Remote Code Execution 

 
A critical buffer overflow vulnerability CVE-2020-5135 has been discovered in select SonicWall VPNs 
allowing remote unauthenticated threat actors to execute arbitrary code on vulnerable devices. 
Researchers state that over 800,000 VPN devices running vulnerable SonicOS software versions are 
impacted. While researchers have not observed any indications to date that CVE-2020-5135 has been 
exploited by attackers in the wild, an increase of remote workers on corporate VPNs make this and other 
similar vulnerabilities a concern. SonicWall has since released patches to remediate the flaw. The NTIC 
Cyber Center recommends all administrators of affected SonicWall VPNs update to the latest version 
as soon as possible. 
 
 
______________________________________________________________________________ 

https://www.zdnet.com/article/iranian-state-hacker-group-linked-to-ransomware-deployments/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0688
https://www.zdnet.com/article/ransomware-variants-continue-to-evolve-as-crooks-chase-bigger-paydays/
https://www.zdnet.com/article/this-major-criminal-hacking-group-just-switched-to-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/critical-sonicwall-vulnerability-affects-800k-firewalls-patch-now/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-5135
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Data Leaks and Breaches 

 
Barnes & Noble 

 
Major US book retailer Barnes & Noble disclosed a data breach in which customer data was exposed. The 
breach is attributed to a cyber attack in which threat actors were able to gain access to corporate systems 
and disrupt services. Information compromised in this breach includes customers' email addresses, billing 
addresses, shipping addresses, and purchase history. Barnes & Noble has since restored systems back to 
operational order and has stated that the exposed data did not include payment details or other personal 
information. The NTIC Cyber Center recommends that affected Barnes & Noble users remain vigilant 
for phishing campaigns that result from this breach, change any passwords associated with their 
account, and continuously monitor accounts for any unauthorized or suspicious activity. 
 
______________________________________________________________________________ 

 
Securing Our Communities 

 
Each week, the NTIC Cyber Center highlights a different social engineering scam impacting individuals 
and communities within the National Capital Region. We encourage everyone to share this information 
with friends, colleagues, and loved ones to help reduce their risk of becoming a victim of financial fraud 
and identity theft. 
 

 
 

Cyber in the News 

Closing the Expertise Gaps in State and Local Security 
Analytic Comment: State and local governments are starting to leverage managed and professional IT 
services to handle dynamic IT issues, especially when it comes to security. This helps with common  
struggles such as issues associated with legacy systems, service outages, remote workers, staff shortages, 
budget cuts, and cyber attacks. While the introduction of cloud services, high-speed mobile and SD-WAN 
networks, APIs, containers, and AI have allowed organizations to produce unprecedented results, the 
operating environment has become staggeringly complex. This has caused a vacuum in talent as it has 
been harder for IT departments to find and retain skilled workers. With an abundance of technological 
solutions on the market, more organizations may want to consider leveraging managed and professional 
IT services to handle complex IT problems and security solutions to supplement their in-house staff. 

 

Car warranty scams are profit-motivated social 
engineering schemes designed to trick unsuspecting 
car owners into purchasing an extended warranty or 
service contract for their vehicles. Click here to read 
more about this prevalent scam and learn how to 
protect yourself. 

https://www.bleepingcomputer.com/news/security/barnes-and-noble-hit-by-cyberattack-that-exposed-customer-data/
https://statescoop.com/closing-the-expertise-gaps-in-state-and-local-security/
https://statescoop.com/closing-the-expertise-gaps-in-state-and-local-security/
https://statescoop.com/closing-the-expertise-gaps-in-state-and-local-security/
https://www.ncrintel.org/post/car-warranty-scams
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Patches and Updates 
 
Adobe Releases Security Updates for Magento 
Adobe Releases Security Updates for Multiple Products 
Google Releases Security Updates for Chrome 
Microsoft Releases Security Updates to Address Remote Code Execution 
Vulnerabilities 
Mozilla Releases Security Updates for Firefox, Firefox ESR, and Thunderbird 
VMware Releases Security Updates for Multiple Products 
 
 
 
 
 
 
 
 
 
 

 

ICS-CERT Advisories 
 
Advantech R-SeeNet 
Advantech WebAccess/SCADA 
Capsule Technologies SmartLinx Neuron 2 (Update A) 
Hitachi ABB Power Grids XMC20 Multiservice-Multiplexer 
Rockwell Automation 1794-AENT Flex I/O Series B 
WECON LeviStudioU (Update A) 
Wibu-Systems CodeMeter (Update C) 

 

https://us-cert.cisa.gov/ncas/current-activity/2020/10/16/adobe-releases-security-updates-magento
https://us-cert.cisa.gov/ncas/current-activity/2020/10/21/adobe-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/current-activity/2020/10/21/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2020/10/16/microsoft-releases-security-updates-address-remote-code-execution
https://us-cert.cisa.gov/ncas/current-activity/2020/10/16/microsoft-releases-security-updates-address-remote-code-execution
https://us-cert.cisa.gov/ncas/current-activity/2020/10/21/mozilla-releases-security-updates-firefox-firefox-esr-and
https://us-cert.cisa.gov/ncas/current-activity/2020/10/20/vmware-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ics/advisories/icsa-20-289-02
https://us-cert.cisa.gov/ics/advisories/icsa-20-289-01
https://us-cert.cisa.gov/ics/advisories/icsma-20-196-01
https://us-cert.cisa.gov/ics/advisories/icsa-20-294-02
https://us-cert.cisa.gov/ics/advisories/icsa-20-294-01
https://us-cert.cisa.gov/ics/advisories/icsa-20-238-03
https://us-cert.cisa.gov/ics/advisories/icsa-20-203-01

