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National Capital Region Cyber Threat Spotlight 
 

 
Takoma Park Police Department Warns of Smishing Scam 

 
On September 3, 2020, the Takoma Park Police Department in Maryland issued a warning via their 
Twitter account about a “Package Pending” smishing scam targeting residents. Smishing is a type of 
phishing campaign that uses text messages, or SMS messages, to target mobile phone users. These 
messages often contain links to malicious websites or apps that can infect mobile phones with malware or 
steal victims’ personal information. The NTIC Cyber Center recommends all mobile phone users 
maintain awareness of this and other smishing campaigns and avoid clicking on links in unexpected or 
unsolicited text messages. For more information on how to identify smishing and other phishing 
threats, please see our product titled Securing Our Communities: How to Identify Phishing Emails and 
Avoid Becoming a Victim. 

 
______________________________________________________________________________ 

 
Federal Partner Announcements 

 

 
DHS Combats Potential Electromagnetic Pulse (EMP) Attack 

 
In accordance with Executive Order 13865, the Department of Homeland Security (DHS)—through CISA 
and in coordination with the interagency—is taking key actions to address known EMP-related 
vulnerabilities to critical infrastructure. 
 
The EMP Program Status Report addresses efforts taken by DHS to foster increased resilience to EMP 
events through vulnerability assessments, testing and pilot programs, data analysis and validation, risk 
assessments, and public and private sector coordination. For more information, please see CISA's EMP 
Program Status Report here. 
______________________________________________________________________________ 

https://www.us-cert.gov/tlp
https://www.ncrintel.org/
https://twitter.com/TakomaParkPD/status/1301492353589534721
https://www.ncrintel.org/post/how-to-identify-phishing-emails
https://www.ncrintel.org/post/how-to-identify-phishing-emails
https://www.cisa.gov/publication/emp-program-status-report
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Current and Emerging Cyber Threats 

 
Hacker Selling Compromised RDP Accounts of Healthcare Sector Organizations 

 
According to a Nuspire report, a hacker known as “TrueFighter” has been targeting the remote desktop 
protocol (RDP) of industries across all sectors with healthcare as the key target. “TrueFighter” reportedly 
works alone and is known for breaching networks and then selling the stolen credentials on the dark web 
for financial gain. Additionally, “TrueFighter” sells information on the dark web outlining how to obtain 
remote administrative access on the already compromised RDP accounts, defining the industry that was 
infiltrated. The NTIC Cyber Center recommends all network administrators proactively block 
connections to unneeded RDP ports, secure necessary RDP ports by implementing IP address 
whitelisting, and securing associated accounts with unique, secure passwords and multifactor 
authentication. We also recommend requiring the use of a Virtual Private Network (VPN) to connect 
to any internal resources and monitoring networks for suspicious activity and unauthorized access. 
 
 

TeamTNT Abuses Legitimate Cloud Monitoring Tools to Breach Cloud Infrastructure 
 

Cybersecurity firm Intezer recently discovered a cybercrime group, dubbed TeamTNT, abusing legitimate  
cloud monitoring tools such as Weave Scope to target and gain unauthorized access to cloud computing 
environments. Weave Scope is an open source tool that is integrated with Docker, Kubernetes, the 
Distributed Cloud Operating System, and AWS Elastic Computer Cloud. When abused, attackers can use 
this tool to map and gain full control over everything within their target’s cloud environment, creating a 
backdoor that can allow the execution of system commands without needing to infect the cloud server 
with malware. The NTIC Cyber Center recommends all administrators of cloud environments close or 
restrict access to exposed Docker API ports, block incoming connections to port 4040, and proactively 
block the associated indicators of compromise (IoCs) available in Intezer’s report. 

 
 

New Baka JavaScript Skimmer Discovered on Merchant Websites 
 

Researchers working on Visa's Payment Fraud Disruption initiative warn of a new JavaScript ecommerce 
skimmer, dubbed Baka, that targets site visitors’ payment card data entered into checkout pages of online 
stores. Once Baka is added to a checkout page, its loader downloads the skimming code from the 
attacker’s command-and-control (C2) server and executes it within the customer’s system memory. After 
the skimmer steals the customer’s payment card data, Baka removes itself from memory. These methods 
are used to evade detection by both the merchant and the customer. The NTIC Cyber Center 
recommends website visitors remain vigilant for indications that a webpage may be compromised. 
These may include being asked twice to enter payment or login information or being prompted for 
payment card details before being forwarded to a secure payment service provider. Customers making 
purchases on ecommerce platforms should routinely monitor their account statements and immediately 
notify their financial institutions of any unauthorized or suspicious activity. In addition, we 
recommend ecommerce website administrators regularly test web applications for vulnerabilities, 
implement file integrity monitoring or change-detection software, perform periodic penetration testing 
to identify weaknesses, and keep anti-malware solutions and security patches up to date. As these 
attacks are similar to ones conducted by Magecart groups, we recommend reviewing our product titled 
Magecart: A Rapidly Growing Threat to Ecommerce Websites. 
______________________________________________________________________________ 
 

https://healthitsecurity.com/news/healthcare-key-target-of-hacker-selling-access-to-compromised-rdp
https://www.intezer.com/blog/cloud-workload-protection/attackers-abusing-legitimate-cloud-monitoring-tools-to-conduct-cyber-attacks/
https://usa.visa.com/content/dam/VCOM/global/support-legal/documents/visa-security-alert-baka-javascript-skimmer.pdf
https://www.ncrintel.org/post/magecart
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TA2719 Phishing Campaign Delivers NanoCore and AsyncRAT 
 

Synopsis: Proofpoint researchers are investigating a new phishing campaign in which threat actors use 
emails embedded with colorful images, malicious attachments, and poisoned links to deliver Remote 
Access Trojans (RATs) NanoCore and AsyncRAT to victims. The known locations affected by this 
campaign include the United States, Austria, Chile, Greece, Hungary, Italy, North Macedonia, 
Netherlands, Spain, Sweden, Taiwan, and Uruguay. 
Masquerades as: Banks, law enforcement, purchase orders, and shipping services 
Sectors Targeted: All 
Motive: To gain remote access to victims’ systems and networks 
Threat Actor(s)/Origin: TA2719 
Platforms Affected: Windows 
Report: Proofpoint 
 

New Emotet Phishing Campaign Masquerades as Windows 10 Mobile OS Notification 
 

Synopsis: A new phishing campaign uses the Windows 10 Mobile operating system (OS) as a lure to 
deliver Emotet via Word document attachments containing malicious macros. 
Masquerades as: A Windows 10 Mobile OS notification 
Sectors Targeted: All 
Motive: To infect systems with Emotet and deliver additional malware such as Trickbot, QBot, and 
ransomware 
Threat Actor(s)/Origin: Unknown 
Platforms Affected: Windows 
Report: BleepingComputer 
 

Phishing Campaign Masquerades as Technical Support Team to Steal Login Credentials  
 

Synopsis: A sophisticated phishing campaign masquerades as a targeted organization’s technical support 
team to trick recipients into believing they have emails that have been quarantined and scheduled for 
deletion. These emails contain a link that leads to the company’s legitimate home page; however, the 
threat actors behind the campaign place an overlay containing a fraudulent login panel over the home 
page to steal victims’ login credentials. 
Masquerades as: A notification from an organization’s technical support team 
Sectors Targeted: All  
Motive: To steal victims’ organizational account credentials  
Threat Actor(s)/Origin: Unknown 
Report: Cofense 
 
 

https://www.proofpoint.com/us/blog/threat-insight/threat-actor-profile-ta2719-uses-colorful-lures-deliver-rats-local-languages
https://www.bleepingcomputer.com/news/security/epic-fail-emotet-malware-uses-fake-windows-10-mobile-attachments/
https://cofense.com/message-quarantine-campaign-overlying-potential/
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Phishing mitigation recommendations: The NTIC Cyber Center recommends users remain vigilant for 
these and other phishing campaigns and be wary of unexpected emails, text messages, and social media 
messages. Additionally, refrain from clicking on links or opening attachments sent from unknown or 
untrusted sources and never enable content or macros on Microsoft Office documents before verifying 
their legitimacy. If you believe you have been infected with malware or have had your login credentials 
stolen as a result of a phishing campaign, notify your organization’s IT security team immediately. To 
learn how to identify phishing emails, please see the NTIC Cyber Center’s product titled Securing Our 
Communities: How to Identify Phishing Emails and Avoid Becoming a Victim. 
______________________________________________________________________________ 

 
 

New and Notable Malware Campaigns 
 

PyVil Remote Access Trojan 

Synopsis: Threat actors created a Python-scripted Remote Access Trojan (RAT), dubbed PyVil RAT, to 
steal email addresses, passwords, and other sensitive corporate information from financial technology 
organizations.  
Sectors Targeted: Finance 
Motive: Profit-Motivated 
Threat Actor(s)/Origin: Evilnum 
Platforms Affected: Windows 
Attack Vector: Spear phishing emails 
Associated CVEs: N/A 
Mitigation Recommendations: Ensure servers and operating systems are up to date with the latest 
patches; close any unneeded ports; make sure passwords are lengthy, complex, and unique to each 
account, and enable multifactor authentication; proactively block IoCs contained in these reports: Rewterz 
Threat Alert – Evilnum Targets Financial Sector with Pyvil RAT, Cybereason – No Rest for the Wicked: 
Evilnum Unleashes PyVil RAT. 

KryptoCibule Cryptomining Malware 

Synopsis: A previously undocumented cryptomining malware variant known as KryptoCibule mines 
cryptocurrency, hijacks transactions, and steals digital wallets on infected systems. 
Sectors Targeted: N/A 
Motive: Profit-Motivated 
Threat Actor(s)/Origin: Unknown 
Platforms Affected: Windows 
Attack Vector: Malicious torrent files 
Associated CVEs: N/A 
Mitigation Recommendations: Refrain from downloading files via torrents and scan all files and 
systems for malware using reputable antivirus software; ensure servers and operating systems are up to 
date with the latest patches; monitor networks for suspicious activity; proactively block IoCs contained in 
ESET’s report: KryptoCibule: The Multitasking Multicurrency Cryptostealer. 

 

 

______________________________________________________________________________ 

https://www.ncrintel.org/post/how-to-identify-phishing-emails
https://www.ncrintel.org/post/how-to-identify-phishing-emails
https://www.rewterz.com/rewterz-news/rewterz-threat-alert-evilnum-targets-financial-sector-with-pyvil-rat
https://www.rewterz.com/rewterz-news/rewterz-threat-alert-evilnum-targets-financial-sector-with-pyvil-rat
https://www.cybereason.com/blog/no-rest-for-the-wicked-evilnum-unleashes-pyvil-rat
https://www.cybereason.com/blog/no-rest-for-the-wicked-evilnum-unleashes-pyvil-rat
https://www.welivesecurity.com/2020/09/02/kryptocibule-multitasking-multicurrency-cryptostealer/
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Vulnerabilities 
 

Magento Plugin Magmi 
 
A researcher from Tenable Web Application Security Team discovered two vulnerabilities (CVE-2020-
5776 & CVE-2020-5777) in the Magmi plugin for Magento online stores that would allow threat actors to 
conduct remote code execution. CVE-2020-5776 is a cross-site request forgery (CSRF) vulnerability with 
missing CSRF tokens that would ward off CSRF attacks. CVE-2020-5777 is an authentication bypass 
vulnerability and allows threat actors to create a denial-of-service (DoS) condition on the Magento 
database connection. The developers released a new plugin version to fix just the authentication bypass 
vulnerability. The NTIC Cyber Center recommends website administrators of ecommerce stores that 
use the Magmi plugin to update it to the latest version as soon as possible. 
______________________________________________________________________________ 
 

Data Leaks and Breaches 
 

Warner Music 
 

Music production giant, Warner Music Group, disclosed a breach affecting some of the company's online 
stores and its customers’ card payment data. Information compromised in the breach includes names, 
email addresses, payment card data, telephone numbers, billing addresses, and shipping addresses. The 
breach is attributed to a web skimmer planted on the company's websites that steals customer information. 
Warner Music Group did not specify which online stores contained the malicious code but is offering free 
credit monitoring services to customers. Purchases made through PayPal were not affected. The NTIC 
Cyber Center encourages affected Warner Music Group customers consider placing a fraud alert or 
security freeze on their credit files and activating the free credit monitoring services offered to affected 
customers and members. Additionally, we recommend website visitors remain vigilant for indications 
that a webpage may be compromised. These may include being asked twice to enter payment or login 
information or being prompted for payment card details before being forwarded to a secure payment 
service provider. 
______________________________________________________________________________ 

 
Securing Our Communities 

 
Each week, the NTIC Cyber Center highlights a different social engineering scam impacting individuals 
and communities within the National Capital Region. We encourage everyone to share this information 
with friends, colleagues, and loved ones to help reduce their risk of becoming a victim of financial fraud 
and identity theft. 
 

 

A dark pattern is a type of social engineering technique 
whereby businesses or other organizations use crafty 
user interface/user experience (UI/UX) designs to 
manipulate users into making unintended choices. Dark 
patterns are often used to charge unwitting customers 
money, maintain a user’s attention, harvest personal 
data, gain or retain subscribers, and display 
advertisements. While most of these tactics are not 
necessarily illegal, they can cost customers time, 
money, and privacy. Click here to read more about this 
prevalent scam and learn how to protect yourself. 

https://www.bleepingcomputer.com/news/security/magento-plugin-magmi-vulnerable-to-hijacking-admin-sessions/
https://nvd.nist.gov/vuln/detail/CVE-2020-5776
https://nvd.nist.gov/vuln/detail/CVE-2020-5776
https://nvd.nist.gov/vuln/detail/CVE-2020-5777
https://oag.ca.gov/ecrime/databreach/reports/sb24-193707
https://www.ncrintel.org/post/dark-patterns
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Cyber in the News 

Average BEC Attempts Are Now $80k, but One Group Is Aiming for $1.27m per Attack 
Analytic Comment: Threat actors behind business email compromise (BEC) scams are attempting to 
steal $80,000 on average per attack. This amount has increased compared to Q1 2020 in which the 
average was $54,000. One Russia-based BEC threat actor known as Cosmic Lynx demands an average of 
$1.27 million per attack. While most BEC threat actors attempt to steal amounts that would not pass 
thresholds for law enforcement to pursue, Cosmic Lynx surpasses these limits as Russian authorities can 
protect Russian-based cyber threat actors from US legal repercussions. Since funds may not be 
recoverable, this highlights the importance of maintaining awareness of BEC scams, refraining from 
opening attachments or clicking on links within unexpected emails, and verifying financial transaction 
procedures with multiple parties within your organization before submitting any payment requests 
received via email or over the phone. 

Ransomware Is a Lurking Threat to US Elections. Here’s How. 
Analytic Comment: Cybersecurity researchers are concerned that cyber threat actors might use 
ransomware as a political weapon in the upcoming US presidential election. According to a Cybersecurity 
and Infrastructure Security Agency (CISA) report, county elections are likely to become a primary target 
for threat actors looking to disrupt the election process due to the public’s need to access the 
government’s election infrastructure. Experts are mostly concerned about undetected attacks 
compromising voter information, registration statuses, voter eligibility, and resulting in the inability to 
print ballots or a delay to the check-in process to create confusion, challenging the integrity of the election 
process. Even though some cyber threat analysts suggest that hackers could not meaningfully manipulate 
the vote count, it is particularly important that the public maintains confidence in election results and any 
type of cyber event is enough to create doubt within the election. 

______________________________________________________________________________ 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 

Patches and Updates 
 

Cisco Releases Security Updates 
Mozilla Releases Security Updates for Firefox, 

Firefox ESR, and Thunderbird 
 

ICS-CERT Advisories 
 

Siemens Industrial Products 
Siemens License Management Utility 

Siemens Polarion Subversion Webclient 
Siemens SIMATIC HMI Products 

Siemens SIMATIC RTLS Locating Manager 
Siemens SIMATIC S7-300 and S7-400 CPUs 

Siemens Siveillance Video Client 
Siemens Spectrum Power 

Siemens UMC Stack (Update B) 
Wibu-Systems CodeMeter 

https://www.zdnet.com/article/average-bec-attempts-are-now-80k-but-one-group-is-aiming-for-1-27m-per-attack/
https://www.govtech.com/security/Ransomware-Is-a-Lurking-Threat-to-US-Elections-Heres-How.html
https://us-cert.cisa.gov/ncas/current-activity/2020/08/27/cisco-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2020/08/26/mozilla-releases-security-updates-firefox-firefox-esr-and
https://us-cert.cisa.gov/ncas/current-activity/2020/08/26/mozilla-releases-security-updates-firefox-firefox-esr-and
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-07
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-03
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-08
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-06
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-01
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-02
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-05
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-04
https://us-cert.cisa.gov/ics/advisories/icsa-20-196-05
https://us-cert.cisa.gov/ics/advisories/icsa-20-203-01

